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Motivation
IT is a first class citizen in most of the 
companies today

New regulations and legislations require 
tighter IT security controls.

Plethora of IT standards create an IT 
Standards fish market

Standards are too general, overwhelming 
and costly to implement.



IT Outsourcing
Declining profits require cost control.

Outsourcing is a good cost control method.

Outsourcing has its risks.

Vendors do not have the same motivation/threat 
to implement tighter security controls.

Customers can force the vendor to comply with a 
standard.



COBIT, ITIL, ISO 17799
COBIT very thorough – a superset of most of the IT 
standards (e.g. fully compliant with ISO 17799)

ITIL more concerned with software development 
management, competes with ISO 9001:2000 and CMM.

ISO 17799 (ISO 17799 + ISO 27001(BS 7799)) relatively
lightweight only concerned with IT security.

All standards have a financial baggage.

The context determines which standard to use and how 
much should it be customized. That is why most of the 
auditors like protiviti have their own assessment checklist 
which they improvise from various standards. 



Need of the hour
A lightweight, concise and easy to follow 
standard.

More targeted and specific to the given 
context.

Minimal Implementation cost.



the context – the solution

The context: 
Offshore software development 
outsourcing.

The solution: 
IT security risk assessment of an 
offshore vendor.



The assessment checklist stats

9 sections.
Each section has 0-3 sub sections.
159 security items.
Items are very specific and concrete.
Each item can have Yes,No, N/A
Each yes response is further qualified by just 
started, partially completed, fully implemented,
Each item has a severity level
Risk score is calculated for each of the item.
Risk abated by the vendor is calculated - the 
higher the better
The checklist is implemented as EXCEL sheet with 
embedded formulae for Risk score calculation.





Be safe 

Thank you
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